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Abstract— To improve the security of increasingly complex and rapidly evolving digital data, a company needs to 

build a strong and secure data network by conducting research into the developments in data and network security 

technology. In the field of network security, there is a design of firewalls based on Deep Packet Inspection that can 

help analyze data up to the application or protocol level with the goal of detecting more complex data attack threats. 

By developing this system security design, better and stronger data security can be achieved.   
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I. INTRODUCTION 

The rapid development of information and communication technology drives companies to increasingly rely on 

computer networks as the backbone of their operations and business services. However, the increase in the volume and 

complexity of data traffic also brings the risk of increasingly sophisticated cyber attacks, such as malware injection, 

Distributed Denial of Service (DDoS), and application-based attacks (HTTP flood, SQL injection). Traditional 

firewalls—which generally only filter based on ports, protocols, and IP addresses—often fail to detect advanced attacks 

that exploit application payloads or use 'legitimate' ports to infiltrate. From the above issues, a problem formulation can 

be made as follows:  

 

1. What are the advantages and disadvantages of DPI-based firewalls compared to conventional firewalls?  

2. How effective is DPI in detecting malicious traffic in real-time?  

3. How significant is the impact of DPI on network performance? 

The objectives of this research are as follows:  

1. To design and build a firewall system using DPI technology.  

2. To analyze the effectiveness of DPI compared to conventional firewalls (stateful/stateless).  

3. To enhance the security of the internal network against content-based attacks such as malware, spam, and 

command-and-control traffic.   

 

II. LITERATURE REVIEW 

Computer networks are a collection of two or more computer devices that are connected to each other through 

communication media (wired or wireless) with the aim of sharing data, information, hardware (such as printers), and 

other resources [1]. Operating System (OS) is the core software that manages all computer resources, including 

hardware and software, and acts as a bridge between the user and the computer hardware [4]. Computer attacks are 

efforts made by individuals or groups to access, damage, steal, disrupt, or interfere with computer systems, networks, or 

data, either illegally or without permission [8] 
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A firewall is a network security system that functions to control and filter data traffic that enters and exits a network 

or device, based on established security rules. A firewall can be in the form of hardware, software, or a combination of 

both.  [10] 

Deep Packet Inspection (DPI) is a network data analysis technique that allows network devices (such as firewalls, 

routers, or security systems) to thoroughly examine the contents of data packets passing through the network, not just 

the header but also the payload (content) of the packet.[12] 

 

III. MATERIALS AND METHODS 

 

In this study, the following steps will be undertaken: 

1. System Design: architecture diagram for the DPI firewall. 

2. System Implementation: installation and configuration of the DPI engine. 

3. System Testing: simulation of attacks (DoS, XSS, malware download). 

4. Effectiveness Evaluation: using metrics such as throughput, latency, detection rate, false positive/negative rate.  

 

3.1. System Design Before conducting a more in-depth study in this research, it is necessary to first design the work 

steps in a diagram so that the results obtained align with the main objectives of this research. Below is the 

architecture design diagram of the DPI firewall: 

 

 Internet  

Edge Router  

Firewall dengan DPI

1. Packet Capture 
2. Packet Decoder 
3. Protocol Parser 

4. DPI Engine 
5. Signature DB 
6. Policy Engine 

7. Logging & Alert 

Internal Network 

 
 

Figure 1. DPI firewall architecture diagram. 

 

Explanation :    

  

1. Internet 

The Internet is a network of various networks that uses a standard communication protocol called TCP/IP to 

connect devices such as computers, smartphones, servers, routers, and others. 

 

2. Edge Router  

An Edge Router is a network device that is located at the boundary (edge) between the internal (private) network 

and the external network (usually the Internet). Its function is to connect and manage the data traffic entering and 

exiting the local network to the outside world.  
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3. Firewall with DPIA firewall with DPI is a network security device that filters traffic based on the content of the 

data comprehensively, not just based on basic rules such as IP addresses and ports. DPI allows the firewall to detect 

and prevent Layer 7 (Application Layer) attacks such as malware, exploits, and data leaks.  

Explanation of the main components of a Firewall :  

o Packet Capture 

Capturing all traffic that passes through the firewall, including header and payload data. 

o Packet Decoder 

Analyzing the structure of packets (TCP, UDP, ICMP, etc.) to be forwarded to the next process. 

o Protocol Parser 

Understanding application protocols such as HTTP, FTP, DNS, SSL to examine deeper content 

o DPI Engine 

Analyzing packet payloads using deep inspection techniques, such as pattern matching or heuristic analysis.  

o Signature Database 

Contains recognized patterns from threats such as malware, DDoS attacks, command-and-control traffic, etc.  

o Policy Engine 

Determines actions based on DPI results and security policies (for example: drop, allow, quarantine, log). 

o Logging & Alerting 

Records significant events and provides alerts to the SIEM (Security Information and Event Management) 

system or administrator.   

o Internal Network  

Internal network is a part of the computer network that has restricted access only for users, devices, or systems 

within an organization or company. This network is not directly connected to the internet and is usually 

protected by firewalls, proxies, or other security systems.  

 

3.2. System Implementation: Installation and Configuration of the DPI Engine  

 

System Preparation :  

• OS: Linux (Ubuntu/Debian/CentOS) is highly recommended 

• Tools: git, gcc, make, libpcap-dev, python3, cmake  

 

a. Clone Repository nDPI 

 

git clone https://github.com/ntop/nDPI.git 

cd nDPI 

Figure 2. Coding Clone Repository   

 

 

 

b. Build & Compile   

mkdir build 

cd build 

cmake .. 

make 

sudo make install 

 

Figure 3. Coding Build & Compile Section  

 

.c.  DPI Engine  

Test Example of running the nDPI demo for pcap file inspection:  

 

./example/ndpiReader -i ../tests/pcap/Skype-facebook.pcap 

 

Figure 4. Coding snippet of the DPI Engine test   

 

 

DPI Configuration (General) 

• Filter specific protocols: HTTP, HTTPS, DNS, SSH, FTP, etc. 

• Custom rules: payload detection (such as signatures for malware) 
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• Integration with firewall (e.g.: iptables or nftables)   

 

Integration with Network SystemsThe DPI engine can be integrated with: 

• Firewall: as an intelligent filtering module 

• IDS/IPS: for real-time attack detection and prevention 

• Proxy Server: for HTTP/S inspection 

• NetFlow/sFlow collector: for traffic analysis  

 

3.3. System Testing: attack simulation (DoS, XSS, malware download).  

Here is a complete explanation for testing network security systems through attack simulations such as DoS 

(Denial of Service), XSS (Cross-site Scripting), and malware downloads, particularly in the context of testing the 

effectiveness of DPI (Deep Packet Inspection) systems, firewalls, or IDS/IPS.  

System Testing: Attack Simulation (DoS, XSS, Malware Download) 

Objectives of Testing : 

• To test the effectiveness of the DPI Engine in detecting, blocking, or logging attacks  

• To assess the security system's response to common types of attacks  

• To ensure the system can filter or control malicious traffic. 

 

DoS Attack Simulation (Denial of Service)  

Tools Used:  

• hping3  

• LOIC (Low Orbit Ion Cannon) or HOIC  

• slowloris  

• metasploit auxiliary/dos modules   

 

Example: SYN Flood attack with hping3   

 

 

sudo hping3 -S --flood -V -p 80 192.168.1.10 

 

Figure 5. Coding snippet of SYN Flood attack 

 

Explanation: Sending a large number of TCP SYN packets to port 80 (HTTP) of the target server  

XSS (Cross-Site Scripting) Attack Simulation 

Tools Used: 

• Browser + Burp Suite / OWASP ZAP 

• Payload Generator (XSSer, XSS Payloads repo)  

 

XSS Payload Example: 

<script>alert('XSS')</script>  

 

Testing Method: 

1. Send payload to the input parameter (form, URL, query string) 

2. Monitor the reaction of DPI/IPS—whether the payload is flagged/dropped  

Objective:  

• To assess whether the system can detect/block harmful input in HTTP traffic.  

 

 

3.4. Malware Download SimulationSafe  

Tools and Sources: 

• EICAR Test File (simulated virus file, not an actual harmful file) 

• GTFOBins + Metasploit for exploiting harmful files 

• Run an HTTP server then wget/curl the file from the target client: 

curl http://yourserver.com/eicar.com -O   

 

Things Tested: 

Can the DPI/firewall: 

1. Block downloads 

2. Log activities 

3. Give warnings 



International Journal of Research in Engineering and Modern Technology (IJREMTE) 

Volume 2, No 1, April 2025, pages 22-30 

ISSN 3089-4077 

  

26 

 

3.5 Monitoring and Logging 

Use the following systems to monitor results: 

1. nDPI + ntopng (DPI-based interface monitoring) 

2. Suricata + Kibana for IDS with a visual log view 

3. Grafana + Prometheus/InfluxDB for traffic and time-based alerts 

4. SIEM tools such as Wazuh or Splunk (if installed) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. Test Architecture. 

 

 

 

 

IV. RESULT AND DISCUSSION  

 

 

4. 1. Effectiveness Evaluation: using metrics such as throughput, latency, detection rate, false positive/negative 

rate.  

The following is an explanation for Effectiveness Evaluation in the context of network security systems (such as 

firewalls with Deep Packet Inspection - DPI), using metrics:  

 

System Effectiveness Evaluation The effectiveness evaluation of the system is conducted to measure the 

performance and accuracy of the system in real conditions.  

 

The metrics used include:  

 

1. Throughput 

• Definition: The amount of data that is successfully processed by the system in a unit of time 

(e.g., Mbps or Gbps). 

• Purpose: To assess how well the system can handle network traffic without bottlenecks. 

• Evaluation Example: If DPI significantly slows down throughput, it needs to be optimized.  

 

2. .Latency (Latency) 

• Definition: The delay that occurs between when data is sent and received (usually measured 

in milliseconds). 

• Purpose: To measure the impact of the system on the network response speed. 

• Evaluation Example: High latency on DPI can disrupt real-time services such as VoIP.  

3. Detection Rate 

• Definition: The percentage of attacks or anomalies successfully detected by the system. 

• Purpose: To assess the accuracy of the system in detecting threats. 
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Formula  :  

 

(1) 

 
 

 

4. False Positive Rate (FPR)  

• Definition: The percentage of normal occurrences that are incorrectly classified as threats.  

• Purpose: To assess the reliability of the system in avoiding false alarms. 

 

 

Formula :  

(2) 

 
 

 

5. False Negative Rate (FNR)  

• Definition: The percentage of threats that are not detected by the system.  

• Objective: To assess the security risks that are not addressed by the system. 

Formula:   

(3) 

 
 

 

 

 

4.2. Data Simulation Results of DPI Firewall Testing:  

 

 

Table 1. DPI Testing Simulation Values 

  

No. Category Amount 

1 True Positive (TP) 180 

2 False Positive (FP) 20 

3 True Negative (TN) 750 

4 False Negative (FN) 50 

 

 

1. Detection Rate   

Formula :  

 
 

 

Calculation:   

Detection Rate = ( x 100 % = ( ) x 100%  ≈ 78,26% 

2. False Positive Rate (FPR)    

 

Formula :  

 

FPR = (  
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Calculation :  

 

                    FPR = (  = ( ) x 100% ≈ 2,60%   

 

3. False Negative Rate (FNR)   

Formula :   

 

FNR = (  

 

Calculation :  

 

 

 

FNR = ( ≈ 21, 74% 

 

 

 

Example of Throughput & Latency 

For instance, the performance test results of DPI: 

• Throughput: 850 Mbps from a maximum capacity of 1 Gbps → 85% utilization 

• Latency: 45 ms (before DPI 20 ms) → additional delay of 25 ms   

 

 

Table 2. Testing Methods  

 

No Method Results 

1 Detection Rate 78,26% 

2 False Positive Rate (FPR)    2,60% 

3 False Negative Rate (FNR)   21,74% 

 

 

 

 

 

 
 

Figure 7 Graph of Test Results  

 

 

4.3. Evaluate the simulation 
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1. The system detects threats well (Detection Rate ~78.26%). 

2. The number of false alarms is very low (FPR ~2.60%). 

3. However, there are still threats that passed through (FNR ~21.74%) — this can be improved with an update to 

the Signature DB. 

4. The decline in network performance is still within reasonable limits (High Throughput, Latency is still 

tolerable).   

 

V. CONCLUSION 

 

Based on the results of the design and implementation of a firewall system based on Deep Packet Inspection 

(DPI) it can be concluded :   

1. That this method is capable of significantly improving the security of the company's network. DPI 

allows for inspection of data traffic up to the application layer, making it more effective in detecting 

and blocking threats such as malware, DoS attacks, and suspicious traffic compared to traditional 

firewalls. 

 

2. Implementation of this system also shows positive results in terms of threat detection rates and 

reduction of false positives, while maintaining stable network performance. Testing through attack 

simulations proves that the DPI firewall can provide quick and accurate responses in handling 

malicious traffic.   

 

3. Therefore, the use of DPI-based firewalls becomes a relevant and efficient solution to strengthen the 

security of corporate network infrastructure, and can be further developed with the integration of other 

technologies such as SIEM systems and machine learning for more adaptive threat detection.   
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